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Seminar

Workshop on
Cybersecurity in
Industrial Automation
and Control Systems of
Power Transmission
Companies

Workshop on
Cybersecurity in
Industrial Automation
and Control Systems of
the Power Industry
(Case Study: Power
Generation & Water
Resources)(3 Days)

Analysis of Top Cyber
Attacks and Intrusion
Scenarios in Power
Industry Seminar

Industrial Control
Systems Cyber Security
in Power Industry

ICS Security Session :
Industrial Automation
Cyber Security and
Internet of Things

Analysis of cyber
attacks and intrusion
scenarios in power
industry: tips and tricks
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Cybersecurity in
Industrial Automation
and Control Systems Of
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(Case Study: Power
Distribution And
Transmission)
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Dissection of Cyber
Attacks on Power
Industry beside Hacking
the Electrical
Distribution Networks

Hacking and
Penetration Testing
Scenarios of SCADA

Systems of Energy

Passive Defense and
Cyber Security in
Industrial Control &
Automation Systems

Cyber Security
Hardening in Industrial
Control Systems

Hacking Exposed
Industrial Control
Systems

Cyber Security in
Industrial Control
Systems
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Security Challenges
(Case study:
Information Flow
Security Analysis in
Natural Gas and Oil
Pipeline System )

Towards the
Identification of IEC
60870-5-104 Protocol
Security Vulnerabilities
and Threats

Information Security in
Industrial Control
Systems: Challenges
and Solutions

Formal Analysis and
Verification of
information flow
security in cyber—
physical systems, Case
study: natural gas
pipeline system

Introduction to cyber—
physical systems and
their security

challenges, Case study:

ICSs

security challenges and

solutions in ICSs

An Introduction to
Dynamic Security
Policy (a sub-class of
Dynamic Security )

Control Flow Integrity
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2entFOX: A Framework
for High Survivable
Ransomwares
Detection

Cyber Security in
Industrial control
systems

A framework for
Detecting High
Survivable
Ransomwares using
hybrid behavioral
analysis and Bayesian
network

A Framework for
Ransomware Detection
Based on Behavioral
Analysis

Connection-monitor &
connection-breaker: A
novel approach for
prevention and
detection of high
survivable
ransomwares.
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Hooking in malware
design and analysis

Privacy Preserving in
Location-Based Services

malware analysis
methods

malware detection
methods

Bitcoin Security
Challenges

A Semantic Approach
to Host-Base Intrusion
Detection systems
using Contiguous and
discontinuous system
call patterns

MySQL Vulnerabilities
Exploitation

Databases hacking,
safeguards and
countermeasures ,Case
study : Oracle & SQL
server malwares

linear and differential
analysis of LOKI97
beside Strict Avalanche
Criteria

Cryptovirology
Introduction, Security
Threats, Safeguards
and Countermeasures)

Propose OA* new
algorithm for
decreasing space
complexity and time
complexity in A-Star
Informed search
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